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Muc tiéu cta ITServing® tré thanh giai phap bao vé hé théng dwoc sir dung
réng rai va ho tro’ dac lwc cho doanh nghiép trong viéc phong ngira, ngan
chan rui ro an toan, an ninh hé thong.

Chung t6i mong muén mang dén cho ca nhan, t6 chirc, doanh nghiép mét moi
trwdng an toan, than thién, 6n dinh va minh bach.

R ST

Nén tang giai phap va céng nghé an ninh mang dén ttr My va chau Au

Giai phap va san pham codng nghé ITServing® dwoc tinh chinh trén nén tdng nguén m& OPNsense®.
Pay la nén tang dinh tuyén va twéong Ilra cao cép trén nén hé diéu hanh nguyén gbc FreeBSD duwoc gia
cwdng an ninh bdi HardenedBSD ma nhiéu t6 chirc da va dang s dung nhw: Blue Coat, Check Point,
Citrix Systems, Juniper Networks , McAfee, NetApp, Netflix, QNAP, Sophos, Symmetricom...

Khéi dau ttr Middelharnis, Ha Lan vao nam 2015 v&i mét nhém gém cac chuyén gia cong nghé va nhivng
ky sw 1ap trinh dam mé& ma nguén mé& va la mot nhanh phat trién dwoc tach tlr pfSense® (© 2004-2014
Electric Sheep Fencing, LLC.), ban than pfSense® cling la mét nhanh cia dy an mOnOwall® (©
2002-2013 Manuel Kasper). Dy 4an OPNsense® la mot dw an cdng déng mé dang phat trién nhanh
choéng va hoat ddng manh trén toan cau.

San pham ITServing® dwoc trang bi hau hét cac tinh ndng nhw cac twdng Ira thwong mai cao cip hién
nay va nhiéu tinh nang bd tro khac cho nhiéu tinh hudng van hanh. Nhirng tinh nang phong phu cling
v&i wu diém cta ngudn mé cé thé kiém chirng bdi cong déng cdng nghé déng dao. ITServing® cung
cép cac gidi phap an ninh mang toan dién dwa trén cac cdng nghé tién tién nhéat hién nay dé bao vé
mang doanh nghiép, t6 chirc khéi cac mbi de doa bao mat da biét va chwa dwoc biét dén.

Du la dw an bdo mat non tré cé tudi doi chwa dwoc 10 ndm nhung day la dw an ké thra két tinh ky
thuat, kinh nghiém van hanh thuc té va cé nhiéu cai tién dét pha tr nhirng dw an phan mém truéc day
nhw: mONn0 t&» nam 2002, pfSense ndm 2004, OPNsense® nam 2015. Wu diém nén tadng dwoc coding lai
hoan toan nén twong thich tét véi nhixtng phan cirng hién dai van hanh da luéng (multi-thread) kién truc
module héa (microservices architecture) cho khd nang mé réng va van hanh manh mé thay vi phan
ctrng kién tric don (monolithic architecture) nhw nhirng nén tdng bado mat truyén théng khéac.

Wu diém cta ngudén mé

Nghich ly phan mém bao mat nguén mé, ai cling cé thé xem va tra soat ma ngudén nhwng khéng co
nghia phan mém c6 nhiéu 16 héng, sai sét va dé bj khai thac ho&c tan céng. Thwe t& ma ngudn mé ludn
duwoc cong ddng cong nghé déng dao xem xét, thir nghiém, kiém tra, danh gia, phan héi va cai tién lién
tuc nén nhirng 16 héng hoadc khiém khuyét ludn duwgc mb xé, stra chiva va cap nhat thuwéng xuyén. Cho
nén du 1a ma ngudn mé& nhung phan mém ludn trong trang thai hoan chinh, an toan khéng thua kém so
v&i cac phan mém chinh hang cé ban quyén. Va mét wu diém Ién nhat 14 hoan toan mién phi ban quyén.

C6 rat nhiéu mdi de doa ma ban gép phai
hang ngay va moét trong s6 do cb thé ban
khong hé _hay blet Nbi bat nhéat c6 18 1a cac
van dé ve quyén riéng tw, chang han nhw
danh cép théng tin ngan hang va gian lan
thé tin dung. Cac tinh nang déc dao ctia

ITServing® bao gébm hé théng ngan chan
xam nhap noi tuyén coé kha nang dwa vao
danh sach den dwa trén diu van tay SSL.
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Mot so diem noi bat
Doanh nghiép
B&o vé an toan mang doanh nghiép va bao mat cac két ndi hé théng (WAN/LAN,
Database/File/Web/Mail/App Servers). Tt twéng Itra kiém tra trang thai (stateful firewall)
thé hé maéi dén hé thdng bao vé phat hién va ngan chan xam nhap ndi tuyén (Inline IDS
& IPS), tat ca déu mién phi v&i hé tro cong ddong cong nghé mé rong Ién. Véi cong cu
dinh hinh lwu lwong (traffic shaper) nang cao hiéu suat mang c6 thé tiy chon wu tién
cac lwu lwong phuc vu can thiét. Ty ddng hoa sao lwu cau hinh 1&n cloud ma khéng can
sao lwu thad cong.

Giao duc

Gi6i han va chia sé bang théng kha dung ddng déu gitra cac sinh vién, s dung tinh ndng
@ loc web dwa trén danh muc dé loc lwu lwong truy cap khéng mong mudn nhw ndi dung

ngudi Ién va cac trang web doc hai. D& dang thiét 1ap ma khéng can b sung plugin ciing

nhw cai thém géi nao. Khuyén khich st dung tai liéu phat trién nén tang OPNSense®

trong viéc dao tao va nang cao kién thirc bao mat cho sinh vién. Khuyén khich Té chirc

gido duc va sinh vién tham gia cdng ddng cung phat trién nén tdng OPNsense®

Du lich & Giai tri

Cac khach san, resort, khu du lich, trung tam thwong mai, thwong str dung cdng xac thuc
@ nguoi dung (captive portal) dé cho phép khach (tra phi) truy cap internet trong mot

khodng thoi gian nhét dinh. Khach cé thé dang nhap bang voucher tinh phi hodc nhan

mién phi tai quay I& tan. ITServing® tich hop san cong xac thwc ngudi ding (captive
portal) véi ho trg voucher, dé dang tao voucher mot cach nhanh chéng.

Di déng

Truy cap hé thong, két ndi tir xa khi dang di chuyén bat ctv noi noi dau. ITServing® la giai
phap tuyét voi cho doanh nghiép, cung cap giai phap két ndi ma hoéa WireGuard,
OpenVPN va IPSec VPN vé cong ty. Dé& dang xuat khéa ma va c4u hinh, gitp viéc thiét
lap két ndi trng dung khach WireGuard, OpenVPN cta nhan sy (Windows, MacOS,

Android, iOS) v&i hé théng mang céng ty (Bisiness LAN) nhanh chéng, tién loi, an toan.

Van phong tir xa & SOHO ) o
Sl;l’ dung VPN site to site tich hgp sér] (IPsec hoac SSL VPN) tao két néi mang an toan
i dén va tr cac van phong chi nhanh vé tru s& chinh.
0101

Fully supported

H6 tro toan dién cho Doanh nghiép & T6 chirc

Our experts are available to support you & your custome
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Twong Ira trang tha
(Stateful Inspection Firewall)

“Tudng Itra trang thai theo doi trang thai cda cac két ndi mang (chang han nhuw luéng TCP, UDP théng tin lién lac) di
qua. Tuong lL’Fg deo’c lap ,trinh dé phan biét cac goi hop phap gia’alcéc goi khac nhaq va cac loai két nbi. Chi cac goi
phu hop voi két néi da biét méi durge phép van hanh; nhirng két nbi khac sé bj tir choi.” - source: en.wikipedia.org

Bo loc

iéu hanh k“O’I tao*Jiet n

M0i quy tac duoc thlet Iap ghi nhat ky trung khO’p, cho phép dé dang theo
ddi, chan hodc cho phép két néi théng qua module bd quy tac twéong Itra.

Chinh sach dwa trén dinh tuyén theo qui tac tuy chon céng chinh (Ga

Vi dinh tuyén dya trén chinh sach, co thé thém cong chinh (gateway) vao b quy tac va thay déi hiéu qua dinh
tuyén tiéu chuén cda lwu lwong truy cap twong &ng.

H6 tror bi danh dé gom nhém va dat tén IP, mang (networks) va cac céng (ports)

Bi danh giup gil¥ cho bd quy tac twéong Itra rd rang va dé hiéu, trong méi trwérng ¢6 nhiéu dia chi IP cdng cong va
nhiéu may cha.

Twong Itra I6p 2 trong su6t

Giao dién cau ndi (bridge) va loc lwu lwong cau néi, tham chi cho phép twdng Ira khdng cé dia chi IP.

Kiém soat bang trang thai chi tiét

C6 thé diéu chinh kich thwéc bang trang thai, kha ndng gi¢i han lvu lwong trén méi quy tac dwa trén cac két nbi
ddng thoi, trang thai trén mdi may tinh & két ndi méi méi giay cling nhw xac dinh thdi gian cho trang thai (state
timeout)va kiéu trang thai (state type).

V6 hiéu héa loc gQi . . ] ) )
Tuy chon nay c6 thé dwoc sir dung dé chuyén hé thong thanh mét bd dinh tuyén thuan tay.
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Dé dang va linh hoat

Binh hinh Iwu lwong trong ITServing® rat linh hoat va dwoc té chirc xung quanh cac duwéng 6ng, hang doi va cac
quy tac twong trng. Cac dwdng dng xac dinh bang théng dwoc phép, cac hang doi c6 thé dwoc st dung dé dat
trong s6 trong dwdrng 6ng va cubi cling la cac quy tac dwoc sir dung dé ap dung dinh hinh cho mét luéng goi nhéat
dinh. Cac quy tac dinh hinh dwoc xt ly déc lap véi cac quy tac twong Itra va cac cai dat khac.

Giéi han bang thong

Gioi han bang thong co6 thé dwoc xac dinh dwa trén (cac) giao dién, nguén & dich ip, hwéng lwu lwong truy cap (vao/
ra) va s6 cong (trng dung).

Chia sé bang thong

Bang théng kha dung c6 thé dwoc chia sé ddng déu cho tat ca ngwoi dung, diéu nay cho phép hiéu suét téi wu moi
luc.

Uu tién

Luu lwong truy cap co thé dwoc wu tién bang cach thém hang doi va xac dinh trong s6. Cac trng dung c6 trong so
cao hon c6 thé tiéu ton nhiéu bang théng hon cac wng dung khac khi tdng bang thong kha dung bi gié¢i han.

file transfer @
1

. web applications @
physical

layer teleconferencing {\.

voice over IP

E-mail, FTPR, etc

Usage without shaping. Usage with shaping.
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Xac thwe 2 nhan t6

(Two-Factor Authentication)

Xéc thuc hai yéu t6 con dugc goi la 2FA hodc xac minh 2 buée 1a mét phuong thirc xac thurc yéu cau hai thanh phan,
chang han nhw ma pin/méat khau + ma théng bao (TOTP). Churc ndng ho tro cho Xac thurc hai yéu té xuyén sudt toan
b hé thong, chi véi mét ngoai 1€ la truy cdp qua console/ssh.

o AUt ticat '
Username
‘user@exampecom 51 5462
-
Password 986 CC —
*hkkkkkkkkkkx 155 ) —

I e

|

M4t khau dung mét 1an déng bd gio (TOTP)

TOTP la m6t thu~ét toan (RFC 6238) tinh toan mat khdu mét 1an tr khéa bi mat dung chung véi thdi gian hién hanh.
OPNsense c6 ho tro RFC 6238.

Google xac thuwc (Google Authenticator)

Hb tror day da viéc st dung rng dung Google’s Authenticator. 'ng dung nay c6 thé tao ma trén Hé diéu hanh
Android, iOS. Ung dung hoan toan mién phi va viéc thiét [ap bang cwc ky don gian.

Cac dich vu 2FA dwoc hé tro

Xac thwe hai nhan té (2FA) toan bd hé théng cho cac dich vu sau:

Giao dién ngu¢i dung OPNsense

Cbng xac thye ngwoi dung (Captive Portal)
Mang riéng &o (VPN) gém: OpenVPN & IPsec
B& dém Proxy (caching proxy).

LaLs

Thiét l1ap dé dang

C4u hinh xac thuwc hai nhan té (2FA) rat don gidn bang Trinh xac thyc cta
Google (Google Authenticator).

v Tich hop trong hé thdng xac thwe hop nhat clia OPNsense
v Xuat ma tw dong (Automatic Seed Generation).
v Kich hoat méa thong bao bang ma vach (barcode).


https://www.itserving.org

jfgm&% Your Generation Next Open Source Firewall

Convenient and Safe

https://www.itserving.org

Cong xac thwe ngwdi diung

(Captive portal)

Céng xac thuc nguoi dung (captive portal) bat budéc nguoi
dung phai duoc xéc thuc hodc chuyén huéng dén trang chi
dinh triréc khi duwgce phép truy cap mang. Xac thuc nguoi
dung thuong duoc st dung tai cac diém phat séng (hot spot
networks) céng céng nhuwng cing dwoc st dung réng réi
trong cho mang céng ty dé cé thém moét I6p bdo mat khi két
nbi Internet hodc mang khéng day.

Png dung tiéu biéu W
v Mang khach ' HOTELWIFI

v Truy cap Wifi khach san & cong céng _ : CAPTIVE PORTAL
v Thiet bj truy cap riéng tv (BYOD)

Quan ly fnéy hinh Quan ly viing (Zone Management)
css Trinh quan ly mau déc dao cua Céac viing khac nhau co thé duoc thiét lap
s ITServing lam cho viéc thiét lap trang trén mdi giao dién hoac nhiéu giao dién co
default-logo.png dang nhép cta riéng ban tré thanh thé chia sé cting mét thiét lap ving. Méi khu
1 favicon.png mot nhiém vu dé dang: vue co thé sir dung mét giao dién xac thue
’;clude'“st v Chuyén hwdng URL ngtlydi dung riéng hoac chia sé véi khu vire
o index.html v Tuy chon cho Pop-up cla riéng ban khac.

v Trang Splash tuy chinh

Phwong thirc xac thuc

2 MJ"‘?ﬁ ;} | Xég thwc an toan qua I—[TTPS hoac chuyén,huc’)’ng URL dén qia chi trang xac thuc
% i nhat dinh v6i trang nguon khac nhau, cé thé dwoc st dung dé xac thwc ngudi dung
trong mdét khu vire xac dinh bang cac phwong tién xac thuc nhuw:

LDAP [Microsoft Active Directory]

Radius

Quan ly ngwoi dung cuc bd (Local user manager)
Vouchers / Tickets

Mat kh&u hai nhan té6 dung mét lan (2FA)

Khéng xac thyc (Chi man hinh Splash)

Két hop (Cac phuong thire trén)

| Welcome To IFServing Safe Place!|

/'S NICE 7O MEET
T

122 a o] ] N g

Please sign in
Username

Password

S R R RN

Quan ly Voucher

Céng’xéc thwe nguwdi dung (qutive portal) tich hgp tinh nang tao vqucher dé dang két xuat voucher sang tap tin
csv dé linh hoat st* dung v&i bat ky trng dung nao. Tinh nang két xgét cho phép ban, in youcher bang cach hop
nhat chung véi MS Word hoac Open Office va tao giao dién dep mat v&i logo va thiét ké theo phong cach cua
doanh nghiép.

DPing xuat & Chao mirng quay tré lai

Tw dong ngat két ndi sau khoang thoi gian nguoi dung khdng hoat déng hoac budc ngat két ndi khi thoi gian an
dinh da qua ngay ca khi ngwoi dung van con hoat dong (hét th&i gian cho phép).NTrong t[uq’ng hop ngudi dung
két ndi lai khi thoi gian cho hét han va/hoac hét thoi gian qui dinh, ngudi dung van co thé tiép tuc hoat déng ma
khéng can dang nhap phién két noi.

Quan ly bang thong

Céng cu dinh hinh lwu lwvegng mang (Traffic shaper) tich hop sén ¢6 thé dung:

v Chia tai bang thong

v Uu tién bang thdng cho cbng giao thirc (protocols port numbers) va/hoéc cac dia chi IP can wu tién

B6 qua cong xac thuc

C6 thé 4n dinh dia chi MAC va IP thiét bi trong danh sach trang khdong can phai xac thuec.
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Mang riéng ao e B e

(Virtual private network)

E’E Head-office

Mang riéng do (VPN) mé& rdng mang riéng théng qua mang Regional
céng cong, chdng han nhw Internet. VPN cho phép may tinh Office
gwi va nhan dir liéu qua cac mang dung chung hodc mang )
cbng cbng hoan toan an toan nhw dang trong mang cuc bd L -
(LAN) riéng cua té chire véi dau du céc qui téc chire ndng, =

bao méat va quan ly cda mang cuc b (LAN). Remote / roaming users

Cac cong nghé VPN dworc hd tror

ITServing® hé tro nhiéu loai c6ng nghé VPN khac nhau, tw
SSL VPN mé&i nhat cho dén IPsec pho bién cling nhw cac tuy
chon khac.

WireGuard

Settings WireGuard dwoc xay dwng trén co s& ma hda khda cong khai
Diagnostics Curve25519, ma héa Symmetric ChaCha20 va Poly1305 dé
Log File tao ra cac két ndi an toan va bao mat. Giao thirc nay dé dang
trién khai trén nhiéu nén tdng OS bao gém: Linux, MacOS,
Windows, Android va iOS. Hién dang dwoc st dung phd bién
trong cong dong IT vi tinh linh hoat, tién loi va bdo mat cao.

IPsec
Q@

OpenConnect
OpenVPN
Tinc

Stunnel

P DEPDDBPD

I WireGuard

Zerotier

OpenVPN IPsec

Giai phap SSL VPN manh mé ho tro' nhieu IPsec cho phép két ndi v&i bat ky thiét bi nao cé hé tro

hé dieu hanh may khach bao gom ca thiét bi IPsec tiéu chuadn. Png dung phd bién nhat cho side-

di ddng (Android /iOS). to-side két ndi cac thiét bi cung nén tang, twong Itka ngudn mé
khac va hau hét cac giai phap twong Itva thwong mai nhw
Cisco, Junipe...

IPsec ciing cé thé dwoc st dung dé két ndi may
khach di dong (road warrior).

Cac phan mém VPN hé tro may khach két néi

-/A

3

-w

v WireGuard for macOS/Windows/Linux
v WireGuard for Android/iOS
v Viscosity (Mac OSx & Windows)

-‘) WIREGUARD

Trinh xac thwe Google (Google
Authenticator)

Hb tro tao ma thong bao mién phi
cho cac hé diéu hanh sau:

v Android

v i0S

v Blackberry

Xac thwe hai nhan té (2FA)

v Hb tro Token TOTP

v Hb tro tich hop cho Trinh xac thwe Google
(Google Authenticator)

v Cai dat dé dang
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Tinh san sang/ Chuyén doi dw phong
(High Availability / Hardware Failover)

Giao thirc dw phong dia chi chung (CARP) cho phép chuyén déi dw phong phén cung. Hai hodc nhiéu tuong Itra co
thé duoc céu hinh nhw mot nhém chuyén dbéi dw phong. Néu mot thiét bi bi 16i hodc hoan toan ngoai tuyén, thi thiét
bi dw phong sé van hanh thay thé. Tinh ndng nay giup hé théng véan hanh lién tuc trénh bi gién doan hoat déng khi
co thiét bj trong hé théng bi hdng héc.

adv. freq. skew = 0 on all VIP's

192.168.1.10 ‘ 172.18.0.101
Firewall 1 (master)
— =

| 10.0.0.1 : <

T g VHID group 3 | = I VHID group 1 S
clients et S K o e e < — e e e e e Y o e

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ /I g_ (vip) 192.168.1.1 a (vip) 172.18.0.100 3

=

]

|
| 10.0.0.2
|

192.168.1.20 I_ 172.18.0.102

Firewall 2 (backup)

ol “p_

adv. freq. skew = 100 on all VIP's

Téng quan

ITServing® s dung giao thirc dw phong dia chi chung (CARP) dé chuyén déi dw phong phan ciing. Hai hoac
nhiéu twdng Il]”a co thé c"J’wcyc cau hinh nhv mét nhém chuyén doi dy phong. Néu mét thiét bj bi 16i hoac hoan
toan ngoai tuyén, thi thiét bi dw phong sé van hanh thay thé.

Véi tinh nang manh mé nay cua ITServing®, thiét bi hoan toan cd kha nang van hanh dw phong voi kha nang
chuyén dbi dw phong tw déng, Iiér,1 tuc,vé Iiép mach. Khi thiét bi chuyén sang cac két néi dw phong, hé thong sé
van hoat ddng v&i sy gian doan toi thiéu nhat.

Chuyén déi dw phong tw déng
Néu twong Ira chinh khoéng kha dung, twéng Ira phu sé tiép quan ma khéng can sw can thiép cla ngwdi dung.

Bang trang thai dwoc dong bd héa

Bang trang thai clia twong Ilra duoc sao chép cho tat ca cac tuong Ira dugc dinh cau hinh chuyén doi dw phong.
Co6 nghia la cac két ndi hién cé sé dwoc duy tri trong trwdng hop xay ra 16i, dieu nay rat quan trong dé ngan chan
sy gian doan mang.

Poéng bé héa cau hinh

OPNsense c6 kha nang dong bo hoa tat ca cau hinh. Cac thay ddi cdu hinh dwoc thwe hién trén hé thdng chinh
sé ty dong dwoc dong bd hoa voi twong Itka phu.

Trang thai Dich vu & Khéi ddng lai

C6 thé xem va khéi dong lai tdng quan vé cac dich vu dang chay trén thiét bi Dy phong cho méi dich vu hoac tat
ca cung mot ldc ngay tir Giao dién Ngwdi dung Chinh (Admin).
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Bo bém

(Caching Proxy)

Squid la proxy bd nhé dém cho Web hé
tro HTTP, HTTPS, FTP... Tinh nang
chinh cua Squid gidp tiét gidm st dung
béng théng Internet va cai thién thoi gian
phén héi bang céch lwu vao bd nhé dém
(cache) va dung lai cac trang web duoc
yéu céu thuong xuyén. Squid cé kha
néng kiém soat truy cép roéng réi va tao ra
moét coéng cu tuyét voi giup tdng téc may
cha.

source - www.squid-cache.org

Pa giao dién

Proxy c6 thé van hanh vé&i nhiéu giao dién khac
nhau.

example.com

Proxy trong suét
Proxy c6 thé dwoc cau hinh 14 proxy trong subt.

Trinh xac thwc

v LDAP (incl. Microsoft Active Directory)
v Radius
¥ Quan ly nguwoi dung cuc bd (Local user manager)

Internal networl

Quan ly lwu lwong
Proxy c6 thé duwgc két hop véi bé dinh hinh

v Mat khau 2 nhan t6 diing mét lan (OTP 2FA)
v Khéng can xac thyc

Kiém soat truy cap
Kiém soat truy cap chi tiét, bao gobm:

Mang con (Subnets)

Cbng két nbi(Ports)

Cac loai MIME

Chan IP

Danh séach trang

Danh sach den

Trinh duyét/(ng dung nguwoi dung
Cac hd tro danh sach den

S R Y

FTP proxy

Tich hop Proxy FTP sr dung cung mét Danh sach kiém
soat truy cap (ACL).

ICAP

Hb tro’ lam sach bén ngoai béng viéc tich hgp cbng cu
quét virus cua bén th& 3 (nhw ClamAV).

lwu lwong (traffic shaper) va tan dung téi da
cac tinh nang dinh hinh. Ngoai ra, con bao

gbm céac tuy chon riéng:

Kich c& tai vé tbi da

Kich c& tai lén téi da

Diéu chinh bang théng tdng thé

Diéu chinh bang théng trén méi may

(host).

Bo6 loc web dwa trén danh muc phan loai

RS

OPNsense hé tro bd loc web dwa trén danh
muc tich hop sdn. Cac tinh nang chinh bao
gom:

Tim nap tir mét URL tir xa

H6 tror danh sach tép va danh sach nén
dwa trén danh muc

trén danh muc Squid ACL’s
Ludn cap nhéat vai lich trinh tich hop

YR Y

nhat

Tw ddng chuyén dbi danh sach den dwa

Twong thich véi danh sach den phd bién
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N > v, ‘\G - ‘ ’ - o
@ freeBSD (1)) SURICATA® -2:3- proofpoint “ﬁ" Crowd «'"MAXMIND

Hé théng ngan chan xam nhap néi tuyén (Inline IPS)

Hé théng ngdn chan xam nhap ndi tuyén (The inline IPS system) cua ITServjng® dwa trén nén tadng an ninh tién
tien hién} nay Suricata cung v&i Netmap gilp nang cao hiéu suat va giém thiéu viéc str dung tai nguyé:n CPU. H‘é
thong kiem tra chuyén sau goi tin (deep packet inspection system) nay rat manh mé dwoc str dung dé giam thiéu
cac moi de doa bao méat & toc do cao.

Bo quy tac

Tat ca cac danh muc quy téc c6 san co thé dé dang dwoc chon va ap dung véi cai dat méc dinh hoéc tuy chinh
theo nhu cau.

Canh bao

Cac canh bao c6 thé thdy duoc trén giao dién nguoi dung véi day dud chi tiét cdnh bao cé dworc hién thi.

Bo6 quy tac ETOpen vé cac méi de doa mé&i xuéat hién (>200.000 Rules)

ITServing® tich hop cac quy ’Eéc ET Open (Emerging Threats Open) cua Prpofpoint. B& quy tdc ETOpen la bd quy
tac co ban IDS/IPS chong phan mem doc hai cho phép tang cwdng dang ké kha nang phat hién hoat dong clia
phan mém déc hai trén nén tdng mang hién hiru. Nguwdi dung co6 thé nang cap ETPro dé gia cwong an ninh.

Abuse.ch
Abuse.ch cung cdp mét sd danh sach den dé bao vé hé thdng chéng lai cac trang mang liva dao.

ITServing® tich hop sdn Danh sach den SSL (SSLBL) dwoc cap nhat tr Abuse.ch, day la mét dw an dwoc duy tri
bdi Abqse.ch . Muc tiéu dv an cung qép danh sach cac chirng chi SSL “ddc hai” dwgc kiém tra bédi Abuse.ch cé lién
quan dén cac hoat dong ciia phan mém déc hai hodac mang botnet.

SSLBL dwa trén dau vét SHA1 cla chirng chi SSL ddc hai va cung cap nhiéu danh sach den khac nhau.
Trinh theo d6i Feodo

Feodo (con dwoc goi la Cridex hoac Bugat) la mét dw an ctia Abuse.ch véi muc tiéu chia sé thong tin botnet C&C
duwoc lién két véi Dridex, Emotet (hay con goi la Heodo), TrickBot, QakBot (hay con goi la QuakBot/Qbot) va
BazarlLoader (hay con goi la BazarBackdoor). Feodo cung c&p nhiéu danh sach chan khac nhau, gitp nha quan tri
mang bado vé nguwdi ding hé théng khdi nan liva dao va danh cép théng tin nhay cam (nhw tai khoan Ngan hang,
thong tin thé tin dung). Ngwdi ding cé thé nang cap ban cao cap hon dé gia cuwéng an ninh.

Maxmind GeoLite2 Country

Tich hop hé tro co s& di¥ lieu Québc gia GeolLite2. Co s& di liéu GeoLiteg la co s& dGJNIiéu dinh vi vi tri dia ly IP
hoan toan mién phi. Co s& di¥ liéu GeoLite2 dwoc cap nhat vao th&r ba dau tién cia méi thang.

DAu vét (Finger Printing) o

ITServing® dwoc trang bi gidi phap chan cac trang web dwa trén dau vét SSL.
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Phan tich & Két xuat Netflow

(Netflow Export & Analyses — Insight)

Netflow 1& mét tinh nadng giam sat do Cisco phat minh, né dwoc trién khai trong nhan FreeBSD véi ng_netflow
(Netgraph). Vi Netgraph dwoc trién khai tr nhan hé diéu hanh nén viéc thwc thi rdt nhanh, vuot trdéi hon so véi
softflowd hodc pfflowd. Trong khi nhiéu gidi phap giam sat nhw Nagios, Cacti va vnstat chi nam bét sé liéu thdng ké
lwu lwong truy cap, Netflow ndm bat cac ludng géi hoan chinh bao gdm IP nguén, IP dich va cdng két néi. OPNsense
cung cép hé tro day da dé xuét dir lieu Netflow sang bé thu thap bén ngoai cling nhw Trinh phan tich toan dién co
tén goi Insight (Chi tiét rd rang) c6 thé phan tich tai chd va theo dai truc tiép.

Day la giai phap ngudn mé duy nhét cé bo phan tich Netflow dugc tich hop vao Giao dién ngudi dung.

@Stacked OSream O Expanded OLAN OPNsense WAN
46M
00!
May 11 13:00:00 May 11 13:26:40 May 11 13:43:20 May 11 14:00:00 May 11 14:16:40 May 11 14:33:20 May 11 14:50:00 May 11 15:0€
Ma
- NAN 97k A 0 WAN
@Stacked O Stream OExpanded OLAN PNsense WAN
4.6M PN 20
00!
May 11 13:00:00
L L P (icmp [ ] 1 1
14%
14%
46% 51%
58%

Két xuat Netflow

Netflow Exporter ho trg' nhiéu giao dién, loc cac ludng vao va nhiéu ludng dich bao gom bat (chup) cac ludng cuc
b dé phan tich bang Insight (OPNsense Netflow Analyser).

Cac phién ban dwoc hé tro

ITServing® hé tro ca Netflow phién ban 5 (IPv4) va phién ban 9 (IPv4 & IPv6).

Bo phan tich Netflow - Chi tiét ré rang

Cung cép B6 phan tich Netflow day di v&i cac tinh nang:

Bat (chup) 5 chi tiét cap d6 ’ ‘ ’

Biéu dién do hoa cGa,céc ludng (xép chong lén nhau,, phat trwc tiep va mé& rong)

Mtrc sir dung cao nhat trén moi giao dién, ca IP va cong ket noi.

Lwu lwong vao/ra day da theo goi va byte. . o )

Ch{e dbé xem chi tiét v&i lwa choq ngay, bé loc cong két né‘i/ip (toi da 2 thang) )

Xuétgfr liéu sang tap tin CSV dé phan tl'crl ngoai tuyén gom: I’_ua chon mirc dgf) chi tiét, Lwa chqn doé phan giai
chi tiét, Lwa chon theo pham vi ngay cu thé. Chirc nang péy rat hiru ich, co thé phuc vu cho nhiéu muc th
khac nhau cho hoat dong quan tri mang (VD: phuc vu diéu tra phap y qua trinh tan céng hé thong bao gom: thoi
gian, phuwong thire tan cong...).

T R R Y
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Giam séat tinh trang Hé thong

(System Health & Information)

Bo thu thap div liéu so cap

System Health cung cap trinh thu thap di¥ liéu hau hét cac thanh phan hé thong.
Tuy thudc vao cac chuc néng'sff dung co the liét k’é trwc quan d,u’é’i Qang do thi
tinh trang van hanh ctia hé thong. Cac théng tin thong ké trwe tiép gom:

Gai tin

Cac géi hién thj sb lwong géi méi gidy di dén va di tir mot giao dién nhat dinh.
Chét lvong

Chét lwong hién thj d6 tré va mét géi ctia cac cdng chinh (IP) dwoc giam sat.
Hé théng

Phan hé tbc‘)ng dwoc st dung cho di liéu cam bién lién quan dén viéc st dung hé
thong, chang han nhw st dung bé nh&, mbuf, trang thai, nhiét d6 CPU va tién
trinh hoat dong.

Lwu lwong

Hién thi biéu dd lwu lwong truy cap cho tirng giao dién bao gém vpn (ipsec).

System Information - Traffic | Wan

250k
260K
15 w28 15 w30 1531 1533 15w3s 15 w36 15w38 15 wd0 15 wé1 15 we3 15 wad

JL'P«"M “A,U\}\I‘fa&.vv»?

300K

09/03/2014 110372014 1273172014 022772015 0412612015 0612212015 0811972015 100162015 1211302015 021082016 032372016

Xem va xuat bang

Tinh trang hé thdng cung cap
ché dd xem déng trén di liéu
RRD dwoc thu thap b&i

hé théng. N6 cho phép ban di
sau vao cac sb liéu théng ké
khac nhau hién thj strc khde
tdng thé va hiéu suét cta hé
théng theo thoi gian.

Module tinh trang hé théng sé
cho phép ban theo dbi cac van
dé nhanh hon va dé dang hon
so v&i dd thi RRD tinh truyén
thdng va né cho phép phéng to,
thu nhé dd thi dé xem chi tiét
hon. Théng tin théng ké tinh
trang hé théng bao gébm cac
théng tin: Goi di¥ liéu theo tirng
cbng két ndi, hé théng (CPU,
CPU Temp, Mbuf, States,
Memory), lwu lwgng ra vao heo
tirng cdng két nbi, va VPN
users. Khéi lwong dy liéu théng
ké dwoc Iwu triv 1en dén 06
nam..

Dir liéu cé thé dwoc xem dwdi dang bang trén giao dién nguoi dung hodc két xuat dé phan tich thém trong Excel

hodc b4t ky bang tinh twong thich csv nao.
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Ul Bootstrap hién dai

Thiét ké twong tac, dé st dung, cé thé truy cap tlr may tinh dé ban, may tinh bang va dién thoai théng minh.

Bao gém moi thir

TAt ca céac tinh nang do ITServing® cung cap déu co thé dinh cAu hinh théng qua giao dién twong tac ngudi
dung.

Pa ngoén ngir

Giao dién ngwdi dung dwoc hd tro da ngdn ngir.

Tro giap tich hop

Nhiéu tiy chon cé biéu twong théng tin véi tre gitp tich hop sén gidp ban bat dau nhanh chéng.

Ché doé nang cao

Céc tinh nang phtrc tap nhw proxy, dinh hinh lwu lwong va IDPS c6 cac tuy chon nang cao cé thé hién thi hodc
an.

Mic dinh san

Nhiéu tinh nang cé cac gia tri mac dinh cé thé sir dung, cho phép lap ciu hinh d& dang, nhanh chéng, don gian.

Xac thwe hai yéu té (2FA)

Giao dién nguwdi dung cua ITServing® hd tro xac thue théng qua xac thuwe hai yéu té bang Googles Authenticatar
hoac cac ma thong bao TOTP khac.
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Sao Iwu & Phuc hoi

(Backup & Restore)

Tién Igi va an toan, luén cap nhat ban sao lwu cau hinh hé théng. Dé dang véi ITServing®.

Lich st

Sao lwu tw déng cac thay dbéi ciu hinh gitp xem lai lich st va khéi phuc cac cai dat trudc do.

Sao lwu

Dé dang tai xubng ban sao lwu va lwu trir noi an toan.

M3 héa ban sao lwu bang mat khdu manh.

Phuc hoi

Tai lén tép sao lwu cAu hinh va khéi phuc mét cach dé dang.

Sao Iwu dir liéu Ién dam may

ITServing® hd tr' ma hoa sao lwu dam may cac céu hinh thiét bj véi tiy chon gilr nhiéu ban sao lwu thiét
bi tirng thoi diém (lich s&¥). Google drive dwgc tich hop sén trén giao dién quan tri.

Configuration diff from 3/16/16 16:23:56 to 3/23/16 16:39:09

<type>pass</type>

Google Drive
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Firmware & Plugins

Firmware manh mé luén dwoc nang cap déi phé véi nhirng méi nguy an ninh méi

Pack g gre i i
ackages ITServing® dugc trang bj co
7
5 - 4 PN PN S \ P
Name Version Size Comment Che cap nhat an toan va dang
GeolP 169 808KiB Find the country that any IP address or hostname originates from O & H A 2 A A A
thatany ¢ tin cay de cung cap cac ban
apinger 06.1_ 4 86.3KiB IP device monitoring tool O & A P 2 A
cap nhat bao mat.
aspell 0.60.6.1_5 3.68MiB Spelling checker with better suggestion logic than ispell [
ataidle 272 21.4KiB Utility to spin down ATA drives [+ C X . s 2 >
o ché plugin co thé dwoc s
beep 101 8.28KiB Beeps a certain duration and pitch out of the PC Speaker [+ dun dépcélgdét céc c,)l Vé t[:l
bind910 9.10.3P4 48.8MiB BIND DNS suite with updated DNSSEC and DNS64 O & s g 2 ) g y
chinh bo sung.
bsdinstaller 235 1.48MiB BSD Installer mega-package [+
bsnmp-regex 0.6_1 63.5KiB bsnmpd module allowing creation of counters from log files [+

Lich phat hanh

Dwa trén nén tdng OPNsense® cung cap hai ban phat hanh chinh hang nam; vao thang Giéng va thang Bay.
Céac ban cap nhat gia tang (bdo méat) nhé hon dwoc cung cap hang tuan. Cac ban cap nhat nhd khdng bat budc,
nhwng cung cap thém mot I&p an toan bang cach két hop cac ban stra 16i bao mat nhanh chéng.

Giam thiéu thoi gian chét va ludn cap nhat

Co ché nang cap don gian, dé& sl dung va da duoc ching minh an toan. Viéc nang cap co thé duoc thwe hién tiv
bg‘;n trong Giao dién nguwoi dung hoéq thdng qua bang dieu khién (CLI). Boi v&i hau hét cac nér]g cap nhd, khéng
can khc’)’i ddng lai va cac dich vu sé tiép :tl_JC hoat déng khdng bi gian doan. Trong trwdng hop can kh,6’i dong lai,
hé théng sé théng bao trwdc khi nang cép thye sy va ngudi dung cé thé chon hidy quy trinh nang cép.

Plugins

T4t ca cac tinh nang déu co trong ITServing® va khong yéu cau bat ky phan b sung hodc goi bo sung nao. Tuy
nhién, hé thong co6 kha nang mé& réng cao véi cac plugin dé thém cac tiy chinh hoéc tinh nang bd sung. Cac
plugin tiéu chuan bao gdm vmware-tools va Xen-tools dé cai dat do hoa.

‘ B
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Cac tinh nang tich hop

eFilter by
+ Source
* Destination
* Protocol
* Port
+ OS (OSFP)

@Limit simultaneous
connections on a per rule
base

e@Log matching traffic on a
per rule bases

e@Policy Based Routing

e@Packet Normalisation

@Option to disable filter for
pure router mode

e@Adjustable state table size
®On a per rule bases
+ Limit simultaneous client
connection
* Limit states per host
* Limit new connections
per second
+ Define state timeout
+ Define state type
eState types
+ Keep
* Sloppy
* Modulate
+ Synproxy
* None
@Optimisation options
* Normal
* High latency
» Agressive
+ Conservative

@Supports TOTP
@®Google Authenticator
e@Support services:

+ Captive Portal

* Proxy

* VPN

+ GUI

e@max 4096 VLAN’s

e@Port forwarding
@1:1 of ip’s & subnets
@Outbound NAT
@NAT Reflection

@Limit bandwidth
@®Share bandwidth
®Prioritise traffic

@®Rule based matching
* Protocol
» Source
* Destination
* Port
* Direction

e@For multicast routing
@Fully supported

@Selectable form a list
@Custom
@RFC 2136 support

@Host Overrides
@Domain Overrides

e@Host Overrides
» Arecords
* MX records
@Access Lists

@Supports OpenDNS

@IPv4 & IPv6
eRelay Support
@BOOTP options

eLoad balancing
eFailover
@Aliases

e@Balance incoming traffic
over multiple servers

e@Hardware devices
- GPS
* Pulse Per Second

@Inline Prevention
eIntegrated rulesets
+ SSL Blacklists
+ Feodo Tracker
+ Geolite2 Country IP
+ Emerging Threats
ETOpen
®SSL Fingerprinting
@Auto rule update using
configurable cron

@ Typical Applications
* Guest Network
+ Bring Your Own Device
(BYOD)
+ Hotel & Camping Wifi
Access

+ Template Management
* Multiple Zones
e@Authenticators
* LDAP
* Radius
* Local User Manager
* Vouchers / Tickets
» Multiple
* None (Splash Screen
Only)
@Voucher Manager
+ Multiple Voucher
Databases
+ Export vouchers to CSV
e@Timeouts & Welcome
Back
eBandwidth Management
+ Share evenly
* Prioritise
* Protocols
* Ports
- IP
e@Portal bypass
* MAC and IP whitelisting
@Real Time Reporting
* Live top IP bandwidth
usage
* Active Sessions
* Time left
* Rest API

@®IPsec
- Site to Site
» Road Warrior
®OpenVPN
- Site to Site
» Road Warrior
+ Easy client configuration
exporter
®WireGuard
@Zerotier

@Automatic hardware
failover

®Synchronised state table
@®Configuration
synchronisation

e@Multi interface

® Transparent Mode

®Access Control Lists

e@Blacklists

eCategory Based Web-filter

@ Traffic Management

@Auto sync for remote
blacklists

@lCAP (supports virus scan
engine)

t/lwww

.itserving.org

®Round Robin Data
®Selection & Zoom
@Exportable

eHistory & Diff support
@File Backup
®Cloud Backup

@Monitor & Traps

@Filter reload status
eFirewall Info (pfinfo)
@Top Users (pfTop)
eFirewall Tables

* Aliases

+ Bogons
@Current Open Sockets
@Show All States
eState Reset
eState Summary
@®Wake on LAN
@ARP Table
@DNS Lookup
@NDP Table
@Ping
ePacket Capture
@Test Port
@ race route
@ Traffic Graph

®Netflow Exporter
@Network Flow Analyser
* Fully Integrated
+ CVS Exporter

@Easy Upgrade
* Reboot warning for base
upgrades
@SSL Flavour selectable
+ OpenSSL
* LibreSSL
e@Selectable Package Mirror
eoReinstall Single Package
eLock Package (prevents
upgrade)
@Plugin Support
* VMware tools
+ Xen tools
* HAProxy -Load balancer

@ACL support

@Free & Searchable
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H6 tro’ toan dién cho Doanh nghiép & Té chirc

H6 tro Doanh nghiép & T6 chirc
Tién loi va An toan

v Twvan Giai phdp, Céng nghé & Dich vu v Dao tao va ban giao hé théng

v Hoach dinh hé théng dap irng nhu cau phat trién v Sao Iwu, bdo tri & hé tro xir ly sw c6 phét sinh
v Thicéng, Idp dit ha tang v Thay thé thiét bj ngay trong vong 8h

v Cau hinh thiét bj theo nhu cau va mé hinh mang

Doanh nghiép

Dich vu hé tro tich hop

Tw van gidi phép céng nghé, déng hanh cung Doanh nghiép & Té chikc trong suét thoi gian cung cap dich vu
Tw véan Giai phdp - Céng nghé phuc vu phdt trién hoat déng Doanh nghiép & Té chirc

Xay dwng giai phap, Iwa chon thiét bi va céng nghé phu hop ddp tng nhu cau

Xay dwng bang ké hoach ngan sach theo Giai phdp - Céng nghé da chon

Tim kiém nha phan phéi, don vi cung cép chinh thirc & canh tranh

Dai dién giam sat, nhan ban giao va nghiém thu céng trinh

AR D

H6 tror Doi tac

Cac hé tro dbi voi Déi tac (IT-ICT partners) cla ITServing

Tw van Giai phdp - Céng nghé phuc vu céng tic Pre-sales & Sales
Hé tror xdy dwng giai phdp dép (rng nhu cau khach hang

Hé tror trién khai va cau hinh hé théng

Hé tror chan dodn va xi ly sw c6 phét sinh

Béo hanh va stra chira san pham

Chiét khau tét nhat cho déi tic

AR R

SERVICE & SOLUTION

Powered by OPNsense®

Your next Generation

open source firewall!

- Fully featured and easy to use GUI
- Open and transparent for users and developers
-> BSD style license
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